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STRANGER  
DANGER

FOR K I D S



STRANGER  
DANGER
FOR A D U L T S



Fraudsters will use their targets’ group identity to gain their trust. Once they have 
established strong relationships, they convince people to invest in their scheme.

For some groups, especially those with many new Canadians, the fraudsters may have 
been in Canada longer and present themselves as someone that other community 

members can trust and rely on. Once they have established strong relationships, they 
convince people to invest in their scheme.

Affinity 
Fraud



Exploiting Mistrust of Police/Institutions





• Theft of personal documents
• Theft or redirection of mail
• Dumpster diving



Theft from third parties



PHISHING:

Trickery to get people to 
divulge personal 

information or install 
malicious programs on 

their device.

E-mail
Text Message
Social Media





Friendly “Hello” | PHISH

• Requesting the user 
click a link



Administrative Issue | PHISH

SOURCE:LehighUniversity

• Requesting the user 
click a link



Problem | PHISH

SOURCE:Contrarian.ca

• Creating a fear that there is a 
problem that must be dealt 
with right away.



• Presenting a 
danger to your 
health or safety 
that needs action

DANGER!
| PHISH



• Recalculated Tax Return
• Lottery Win
• Inheritance

Bait
| PHISH



jmalnick1109@oswego308.org = Bank??? 

sam.steele@rcmp.ca
or

sam.steele@rcmp-grc.gc.ca

the.boss@yourcompany.com
or

the.boss@yourconpany.com



• Poor grammar / spelling mistakes

• Urgency / Scare Tactics

• Impersonal Messages

• Asking to open an 
attachment or visit a link



U n s o l i c i t e d

P r i z e / P r o b l e m / D a n g e r

C l i c k a l i n k

T E X T  
P H I S H I N G



SOCIAL ENGINEERING

Psychologically manipulating 
people into doing what you want 
or leaking sensitive information;

• “Smooth-talking” – no technical 
knowledge required;

• Criminals use it to commit fraud;

SOCIALMEDIA



SOCIAL ENGINEERING

Why is it so successful?

• It exploits basic human nature!
• Tendency to trust others;
• Desire to help;
• Guilt from making others feel bad;
• Desire to be cooperative;
• Fear that saying no may have consequences;



Targeted Information Want to obtain personal identifier 
information and computer user 
credentials:

• Usernames;

• Passwords;

• Security Questions (ex. mother’s maiden name);

• Account Numbers (ex. Bank and Credit Cards);

• ID Cards/Numbers (ex. SIN, DL);

• Employment Duties (ex. works on sensitive projects);

UNCLASSIFIEDSOCIAL ENGINEERING



• Social Media

• Use Privacy Settings

• Limit What You Post

• Be cautious of new “friends”





C o m p u t e r S c a m s :
Support Scam



C o m p u t e r
Scareware

S c a m s :



S c a m s :C o m p u t e r
Ransomware



C o m p u t e r S c a m s :
Extortion E-mails



PHONE S C A M S Canada Revenue Agency

Service Canada  

Immigration

Police  

Your Bank /
Credit Card Company

Charities  

Lottery



Their Goals

Tell you about an urgent situation 
and make you feel rushed, then:

• Get your personal information

• Get your financial information

• Get you to send money

PHONE S C A M S



HANG U P !

A scammer will not want you to hang up

A real person will understand your 
suspicionsand encourage you toverify

Don’t call back any number they 
provide unless its verifiable



Family Emergency

Caller away from home / overseas

Send by Western Union / MoneyGram

Want you to keep it secret

Want you to send cash

URGENT!

Hang up – Double check

EMERGENCY SCAMS
(Grandparent scam)



ROMANCESCAM Can beverysophisticated!

F r a u d : Secrecy | Can’t meet | Need help



Don’t keep it secret 

Don’t send money 

Don’t handle money

Don’t provide an address or 
handle packages

Don’t send explicit pictures or 
webcam video



INVESTMENT SCAM

Unsolicited Opportunities

High return with low risk

No contract or legal agreement

Overseas/online/crypto

Urgency

DO RESEARCH!

www.checkfirst.ca



M E R C H A N D I S ESCAM

• Limited or no feedback on seller

• Overseas sellers/buyers

• “Deposits”



RENTAL SCAMS

Deposits

Applications



J O B SCAM

• Mystery shopper

• Payment
processor/debt
collector

• Reshipping



• Hiredto handle money without 
meeting the employer?

• Steal your personal information 
from theapplication process?

J O B SCAM



ADVANCE F E E S C A M S
( s e n d i n g money t o g e t m o n e y )

• Lottery/Prizes
• Loans/Grants
• Taxes
• Fees

• Insurance
• Customs
• SecurityDeposit



a r e n ’ t money b u t s c a m m e r s
t o u s e t h e m

T h e s e  
w i l l t r y  
l i k e t h e y

t o g e t y o u   
a r e .



d o n ’ t k n o w howI f y o u
B i t c o i n w o r k s , DON’T USE IT.



S t o l e n , a l t e r e d , a n d
c h e q u e s a r ec o u n t e r f e i t

EVE RYWHERE.







B E S U S P I C I O U SWITH MONEY &
I N F O R M AT I O N

SLOW DOWN – DON’T B E PRESSURED  

AND S AY “NO”

CHECK I T OUT – DO R E S EARCH

S H A R E W H AT Y O U  K N O W – WATCH  O U T F O R  
O T H ER S



And always remember……

Stranger Danger!
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