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Affinity
Fraud

Fraudsters will use their targets’ group identity to gain their trust. Once they have
established strong relationships, they convince people to invest in their scheme.

For some groups, especially those with many new Canadians, the fraudsters may have
been in Canada longer and present themselves as someone that other community
members can trust and rely on. Once they have established strong relationships, they
convince people to invest in their scheme.
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Exploiting Mistrust of Police/Institutions
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» Theft of personal documents
» Theft or redirection of mall
» Dumpster diving
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Theft from third parties

CBCNEeWwWsS |Business - CYBERSECURITY
A As

—— TECHNOLOGY MOBILE SOCIAL MEDIA ENTERPRISE GAMING CYBERSECURITY
Home Crpinion World Canada Politics Business Health Enteriginment Technology & 5

Tax Season _CBO SecureDiop | Adultery site Ashley Madison
Target data hack affected 70 million people hacked, user data leaked

Arjun Kharpal | @ ArjunkKharpal
Monday, 20 Jul 2015 | 2:42 PM ET

I cNnBC

Stock drops as retailer reveals more customers affected and names and addresses leaked

CBC Mews Posted: Jam 10; 2014 828 AMET |  Last Updated: Jam 10, 2014 2:41 PMET

theguardian

opinion culture business lifestyle fashion environment tech travel = browse all sections

Yahoo hack: 1bn accounts
compromised by biggest data
breach in history
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PHISHING:

Trickery to get people to
divulge personal
information or install
malicious programs on
their device.

E-mail
Text Message
Social Media
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CLICK RERE
DOWNLOA

THIS
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Friendly “Hello”

n Joanne has sent you a private message... - Mozilla Thunderbird

File Edit View Go Message Tools Help

) Chat

L?Get Messages W & Write Ehddress Book D Tag v =

) Reply | 9 Reply All|» | = Forward | More ¥

From Joanne <girlmailisaacalonzo@zeropiu.it> ¥¢

Subject Joanne has sent you a private message... 9/12/2021, 5:36 PM
To ¥ ¢
Hey,

» Requesting the user

click a link

How are you? Your... Next

Note: If the link above doesn't work, please mark this message as Not Spam
and open it from within your Inbox.

FACEBOOK

© Instagram. Facebook Inc., 1601 Willow Road, Menlo
Park, CA 94025

bl
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Administrative Issue PHISH

Qluota Limit Inbox  x

Lehigh University <drhi@uc. pt=

= | FHIGH

U NIVERSITY
Your mailbox has reached 497ME. which 1= over 98% of

the allocated 300 ME.To avoid the loss of your account,

vou are required to upgrade vour Mailbox account by clicking ® Req u eSti n g th e u Se r

on:1 the link below to enable the increase in the storage

quota of WO &CColt. CI iCk a I i n k

hitp: fwwwd.lehigh.edu fquota-limit-access

Sincerely,

Lehigh University ,

27 Memorial Drive West,
Bethlehem, PA 18015 USA

SOURCE: Lehigh University
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Problem PHISH

e 00 Important Notice
. mj . Ly - . I 1 . i L
I@ Get Mail - |ﬁ Write .ﬂ_ndfir’ess_:_ﬂuuk I_ﬁ H.i;;:_'_ly L}ﬁ Reply All

|Tﬁ Reply ||€I, Reply All - I I; F{:n-'.'ard__l !E Archive ||ﬂ Junk HGI Delete J

. CIBC Alert Service <onlinebanking@cibc.com>

ect Important Motice br15 AM

To comment@contrarian.ca w Other Actions

CIBC

=

Dear Customer,

] ]
® ‘ re atl n a fe a r th at th e re I S a We recently reviewed your account, and suspect that your CIBC Online Banking
account might have been accessed by an unauthorized third party.
Protecting the security of your account is our primary concern, therefore as a
p ro b I e m th at m u St b e d e a It preventive measure, we have temporarily limited access to sensitive account

features.

. th . h t To restore your account access, we need you to confirm your identity.
with right away.

Flease follow the link below to proceed to confirming your account information:
https:/'weww cibconline . cibc.comiolbtxn/authentication
IPresSignion.cibc?ver=1sessargs=8WIAT-1sM5PMXBvgost9YovidHmkagsJdJ.

click here

click here

& 1984 - 2012 Canadian lmperial Bank of Commeroe. All righis resended Egual Housing Lende =T

@ http:{/besthealthtrading.com/PE-Veranr84 /DisfraCarters /cibadministratar. .

SOURCE: Contrarian.ca
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PHISH

DANGER!

&0 _ Coronavirus (2019 —nCoV) Safety Measures - Temporary ltems

Message

Coronavirus (2019 —-nCaoV) Safety Measures

T —

Tuesday, February 4, 2020 at 7:08 PM

Show Details

» Presenting a )
danger to your

Dear Sir/Madam,

h e a Ith O r S afe ty Go through the attached document on safety measures regarding the spreading of corona virus.

This little measure can save you.
th at n e e d S a Ctl O n WHO is working closely with global experts, governments and partners to rapidly expand scientific knowledge on this new
virus and to provide advice on measures to protect health and prevent the spread of this outbreak.

Symptoms to look out for; Common symptoms include fever, cough, shortness of breath, and breathing difficulties.

Regards

General Internist
Intensive Care Physician

WHO Plague Prevention & Control

772\ World Health

Royal Canadian Gendarmerie royale 1+l

Mounted Police du Canada Canada




o PHISH

From: Canada Revenue Agency [mailto:ifiwc@active.com]
Sent: Tuesday, August 30, 20160
To: —

Subject: Alert!

77" Canada Revenue Agency —
{ WWW.Cra.gc.ca e

Confirmation is required

Frmn: ':a_na-da EWE“‘HE ngenw MW] Eiiags;zciid ef}:f;l:ir .:?1 Ei.l-clu?_l;ﬁon and we have determined that vou are eligible
E“t: TUES i ’ August 3“' Eﬂllﬁ E: Eﬂ To confirm that you want your tax to be refunded, please go to

T & tax refund for individuals and submit the form.
0: o E T -

ﬁlhj'E‘Et: Alert! Mote: A refund can be delayed for a variety of reasons. For example,

submitting invalid records or applying after deadline.

Personal information is collected under the Income Tax Act to administer tax,
benefits, and related programs. It may also be used for any purpose related
to the administration or enforcement of the Act such as audit, compliance and
the payment of debts owed to the Crown. Failure to provide this information
may result in interest payable, penalties or other actions. Under the Privacy Act,
. e Ca C u a e aX e u rn individuals have the right to access their personal information and request

correction if there are errors or omissions.

LOtte ry Wi n Please do not reply to this message. It is for your information only.

e Inheritance e Gt

Individuals Eetums Programs

For telephione, fax and TTY (teletypewriter) numbers and for
zddresses, go to Contact us,

Canadas Fevenus Agency

Government of Canada

Ottawa ON K14 OL3

Canada
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jmalnick1109@oswego308.org = Bank???

sam.steele@rcmp.ca the.boss@yourcompany.com
or or
sam.steele@rcmp-grc.gc.ca the.boss@yourconpany.com

Canada



» Poor grammar / spelling mistakes

» Urgency / Scare Tactics

» Impersonal Messages

« Asking to open an
attachment or visit a link
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B9 This video belongs toyou? () | _  a

Zall 70%m

Ch my God. (&) ()
'031511511@o0... v
you special video link ==
5.39.61.547
PkiklUF714V0pirOsS3RK1D3U

LT TP
S B L

Saturday, August 27

Your netflix plan linked to
7808121827 have been
disabled due to a billing
error please confirm your
personal data
https://is.gd/Ibp5s2a7v

Oh my God. () ()

.| This video belongs to you? (2)
you special video link ==
5.30.61.547
PKikUF7J4V0ptrOsS3RK103U
S i

« SCOTIAALERT : Bank of Nova
Scotia has noticed unusual
activity on your Online
Banking account. To avoid
services suspension, We
suggest you to verify your

identity immediately http://

bankroyal-actvation.esy.es/
2:54 AM
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PHISHING

Unsolicited

Prize/Problem/Danger
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SOCIAL MEDIA

SOCIAL ENGINEERING

Psychologically manipulating
people into doing what you want
or leaking sensitive information;

» "Smooth-talking” — no technical
knowledge required;
. Criminals use it to commit fraud;

PPt ' |
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kathleen
@kathleed2476423

i

%

L
L

¢

(3 T

g ¥
Tue 5:56 AM
You accepted the request
Oh hi. Are you @katelynnansari?
Tue 12:41 PM
Yes that's the account my ex husband created For me...
E‘. Communicate with me on this account
Tue 1:32 PM
Oh really.
What can | do For you?
Tue 2:01 PM
Nothing
E& Am just looking forward to meet new friend that's all

Tue 2:02 PM

Oh ok.

Well hit

Tue 2:02 PM

Canada



SOCIAL ENGINEERING

Why is it so successful?

|t exploits basic human nature!

» Tendency to trust others;

» Desire to help;

» Guilt from making others feel bad;
» Desire to be cooperative;

» Fear that saying no may have consequences,;

e
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SOCIAL ENGINEERING

Targeted Information Want to obtain personal identifier
information and computer user
credentials:

o Usernames;

“' = » Passwords;
SRprea » Security Questions (ex. mother’s maiden name);

« Account Numbers (ex. Bank and Credit Cards);
« ID Cards/Numbers (ex. SIN, DL);
- Employment Duties (ex. works on sensitive projects);

¥ 52 Royal Canadian Gendarmerie royale
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9y

Social Media

Use Privacy Settings
Limit WWhat You Post

Be cautious of new “friends”
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“““Computer Scams:
Support Scam_ ' = o = =
| w

‘newsforamericans.com/ftech-supportl/7T1747368 O ~ C | =2 WARNING: VIRUS CHECK

e-1 _|I é hittp:/

tion Required

WINDOWS VIRUS WARNING!

& - |ldentity Theft and Hacking Possibilities.
: Contact emergency virus Support now.

* 855-400-3930

X .

& d ‘ : s

Alert level Status
Trojan. FakeAV-Download Medium Remove Active
Spyware BANKER.ID Low Quarantine Active
Trojan.FakeAV-Download High Remove Active
Trojan FakeAV-Download High Remove Active
Trojan FakeAV-Download High Quarantine Active

ﬁ&“r’aur personal and financial information might be at risk call 855-400-3930 security check

Do not try to remove the virus manually contact with toll-free no 855-400-3930 Miicrosoft &

Securty Estentials

Royal Canadian Gendarmerie royale 1+l
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Computer Scams:
Scareware

A SEETATION

of Public Safety Canada

Remaining time: 47:27:39
@kasﬁ

Ukiah Veaicher HO /PN LTI
Countng: CA Canada - G DRLCL

=
iz Ontarko 5 T w
: Torontbo y

Ci

Dperating System: Windows T (32-bit)
Fay Ukash

Lluer Mamae:
YWhere can | get Ukash?

ATTENTION!
Your computer has been blocked up for safety reasons listed belaw

You can getl Ukesh from bundreds of thowsands of
gladal lecatiang, gnling, from wallets, drom kEoths and
AT,

You are adcused of viewingrfstorege and/or dissemination of bamned ponagraphy  [child
pornographyfzoophilla/rape etc), You have viclated World Declaration on non-proliferation of child
pormagraphy, You are aomsed of committing the oime envisaged by Article 161 of Canada criminal
L, Cnine:

wewir ey Card. com |, wherw poiameSupply.com .
Article 1671 of Canada oriminal law provides for the punishment of deprivation af liberty for terms
from 3 1o 11 years,

alen, you are suspected of vislation of "Copyright and Rolafed rights Law™ [doenloading of pirated - -

1 | ]
music, video, warez) and of use andfor dissemination of copyrighted content. Thus, you are |i [Illj“'ll
suspaciad of violation of Artide 148 of Canada criminal Law, T P

article 148 of Canada oriminal Lew provides for the punishment of deprivation of liberty for berms
from 3 to 7 years or 150 to 550 basic amounts fine.

AN . .
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Computer Scams:

Ransomware

Royal Canadian Gendarmerie royale
Mounted Police du Canada

wiCrypter

How to buy bitcoin

WARNING! ALL YOUR FILES ARE ENCRYPTED!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer accessible because they have been encrypted.
Maybe you are busy looking for way to recover your files, but do not waste your time. Nobody can recover your files without our
decryption senvice.

Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have not so enough time.
You need to pay and you have only 3 days to submit payment. After that the price will be doubled.

Also, if you don't pay in 7 days you won't be able to recover your files forever.

How Do | Pay?

Payments is accepted in Bitcoin only. For more information, click How to buy bitcoin.

Please check the current price of Bitcoin and buy some.

And send the correct amount to the address specified in this window below

After you completed your payment, Send us an email with your bitcoin transaction id to our email address: wxbtcpro@protonmail.com

PLEASE PAY 100$ IN BITCOIN TO THE FOLLOWING ADDRESS:

1F1tAaz5x1THUXrCNLbtMDgcwG oS ey Decrypt files

Canada
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Computer Scams:
Extortion E-mails

[

From _.ﬁ, © Reply || % ReplyAll |~ || 2 Forward | More v

Subject Your Secret Life 10/7/18, 12:58 PM

Hi, dear user of
We have installed one RAT software into you device.
For this moment your email account is hacked (see on "from address", I messaged you from your account).

I have downloaded all confidential information from your system and I got some more evidence.
The most interesting moment that I have discovered are videos records where you masturbating.

I posted my virus on porn site, and then you installed it on your operation system.

When you clicked the button Play on porn video, at that moment my trojan was downloaded to your device.
After installation, your front camera shoots video every time you masturbate, in addition, the software
is synchronized with the wvideo you choose.

For the moment, the software has collected all your contact information from social networks and email
addresses,

If you need to erase all of your collected data, send me %800 in BTC (crypto currency).

This is my Bitcoin wallet: 13cyEdT7kyH2T4)9xchvDGhv1o64MYNLUS

You have 48 hours after reading this letter.

After your transaction I will erase all your data.
Otherwise, I will send video with your pranks to all your colleagues and friends!!!

And henceforth be more careful!

Please visit only secure sites!
Bye!

2Lt Royal Canadian  Gendarmerie royale ™
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PHONE SCAMS

Watch Utilities
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PHONE SCAMS |
Their Goals

R

Tell you about an urgent situation
and make you feel rushed, then:

Get your personal information
Get your financial information

Get you to send money

Canada



HANG UP!

A scammer will not want you to hang up

A real person will understand your
suspicions and encourage you to verify

Don't call back any number they
provide unless its verifiable

Canada



EMERGENCY SCAMS
(Grandparent scam)

Family Emergency
Caller away from home / overseas
Send by Western Union / MoneyGram
Want you to keep it secret

Want you to send cash

URGENT!

Hang up — Double check

e
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ROMANCE SCAM Can be very sophisticated!

Fraud: Secrecy Cantmeet Need help

Canada



Don’t keep it secret
Don’t send money

Don’t handle money

Don’t provide an address or
handle packages

Don’t send explicit pictures or
webcam video

Canada



Unsolicited Opportunities
High return with low risk
No contract or legal agreement
Overseas/online/crypto

Urgency

DO RESEARCH!

www.checkfirst.ca

Canada



MERCHANDISE SCAM

- Limited or no feedback on seller
- Overseas sellers/buyers

- "Deposits”

Facebook
Marketplace

;.,1‘%23& Royal Canadian Gendarmerie royale C dm
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RENTAL SCAMS

Deposits

Applications

oSy

N oAl : i ;] I l;a a
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JOB SCAM

- Mystery shopper

- Payment
processor/debt
collector

- Reshipping

Canada



HELP
WANTED

 Hired to handle money without W/I:IEII'-I'FED

meeting the employer?

HELP
WANTED

 Steal your personal information
from the application process?

HELP
WANTED

Canada



ADVANCE FEE SCAMS

(sending money to get money)

Lottery/Prizes Insurance
Loans/Grants Customs
Taxes Security Deposit

Fees

Canada



$100 A B o | *100
Google Play = 7y = - = gy - iTunes

I | Apps, games, music, movies,
T shows, boaks, and more

e
Prepaid VIEE

Mo overdraft fees, ever

Download and play

MUSICMCVIESBOOKS AP FS &MORE

PC | BMAKC | LIKX

RER G S
S Tt et |
o i
' Pt ]
L
Fr ) i
|_.::._- Pyttt
o
L] . .\._._... i
it TR
e e
I I !

These aren’t money but scammers
will try to get you to use them
like they are.

Canada



| f you don’t know how
Bitcoin works, DON’T USE IT.
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SAM PLESS
153 - 367 TEST HTREET
CALGANY, ALDERTA Z19 514

P T THE
ROER OE

§ seoliokank
IS HIFRL IR LT

ALY AR TET TS

BELE

P00 ke D00 B 2.

E? 3L SmE 7

Stolen,

Q0Ca01

SAM PLESS
1534 - 367 TEST BTREET
CALGANY, ALDESTA F15 5T8

B TOTHE
CROER OF

§ Seolivkank
I HIFERL LB L

LGNS AR TT TS

EEREY

FO0 ke D00 pw 0 2N,

E? 3L SmE T

altered,

SAM PLESS
153 - 367 TEST HTREET
CALGANY, ALDERTE Z19 574

P T THE
RLER OE

§ seolickank
IS HIFRL LR L

CALGRES A TET IS

BEES

P00k D00 B 21,

b ? 3L GmE T

counterfeit cheques are

EVERYWHERE.

aocant
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{% G https://www.google.com/searchsafez activefiei=BWdmXrdKokZ QadwkKWiAwdig= O ~ @ @ || & edmonton locksmith - Goo... ¥ e ‘F:E {:ﬁ}

File Edit Niew Favorites Tools Help

X @Cnmrert - Seiect

A~
— GO :gle edmonton locksmith Q, e
QA1 © Maps [E News [ Images ¢ Shopping § More Settings  Tools SafeSearch on
About 434 000 results (0.55 seconds)
Locksmiths nearby Sponsored mr-master.ca »
$10 Locksmith Edmonton - 24 hr. Locksmith service in ...
Mr. Lockman Eco Lock & Door Fineline Locksmithing Only $10 service call Local Locksmiths In Edmonton 15 Min Responsel! any home, auto or
5.0 % ik - See reviews 4.4 dd 4K - See reviews 46 %% Ak - See reviews b Bl OO TGSt S
@ GOOGLE GUARANTEED 9 GOOGLE GUARANTEED ) ' _ _
T - st Etimonic B e i it Locksmith Edmonton South - Emergency Locksmith Edmonton - Locksmith Leduc
(403) 768-9791 (647) 732-1370 (780) 257-0778
Open now Cpen now Open now s
N i B Door & Auto Locksmith Edmonton All-Lock-Rescue Ltd.
Emergency Automotive / Car Locksmith {Re-keying, Programming, Key Cutting), Residential
Ad - emergencylocksmith24.com/Locksmith/edmonton + and Commercial Door Locks / Systems and Safes (Depository, gun, ...
15% 24 Hour Edmonton Locksmith | 15 Min Emergency Response
) ) ) o www yelp.ca » Edmonton » Home Services -
24 Hour Locksmith In Edmonton. Lockouts, Lock Change. Re Keying, Lock Installation. Digital : .
Locks. Fast Response Time. THE BEST 10 Keys & Locksmiths in Edmonton, AB - Last ...
All Results. Edmonton Lock & Safe. $35Keys & Locksmiths, Safe Stores. Royal Lock & Key.
Ad - s0s3 edmontonlocksmith247 comy ¥  (780) 900-7494 Keys & Locksmiths. All Lock Rescue. Keys & Locksmiths. Action Securty Locksmiths. Keys
: : . & Locksmiths. Fineline Locksmithing. Securi stems, Keys & Locksmiths. Lock Surgeon.
Edmonton Locksmith 24/7-15 Min | Professional & AFFORDBLE 8. SEein S Iy ]
Westemn Lock & Key. Alberta Lock Solid.
We don't cut car keys. All Locksmith service 24/7 - Edmonton region.
www aegislocksmith.ca «
Ad - www locksmith-edmonton-ab.com/Local Company/Fast Response v (587) 977-0756 : : . :
. . Aegis Locksmiths: Locksmith Edmonton Alberta
Edmonton Locksmith | Only 29% Service Call Charge _ o | _
If you need professional locksmiths in Edmonton, Alberta, turn to Aegis Locksmiths. We're a
Voted #1 Locksmith In Edmonton, Certified Techs, We Will Beat Any Price. Professional... T T T T g B Tt ooy
www_locksurgeon.com «
Lock Surgeon 24hr Locksmith-Door Repair-Mobile Locksmith ...
@ Martin Motor Sports Lock Surgecon 24hr mobile locksmith service. .. Lock Surgeon are all part of the Lock Surgeon
@ Lock Surgeon West Edmonton ) 5
, Group of Companies servicing Edmonton, Calgary and beyond.
Stahl pETerb'FEQ Edmonton Kenworth ; ;
q 118 Ave NW Ltd. (West) Lock Surgeon Locations - Contact Us - Products - Services
Nortrux Edmunmn@ = '
= o The Little Potata @
g e pve ™ = Company 2 locksmithinedmonton.ca «
= ] : .
- = z Map data ©2020 Google Only $15 Locksmith Edmonton - 24 Hour Emergency Services
Rating~ Hours ~ Only $15 Locksmith Edmonton - 24 Hour Emergency Services. if you need an emergency 3

locksmtih ASARP a locksmith can come just under 13-20 minutes.




':'e{é?}‘) G https://www.google.com/searchsafezactivefieizjXBm¥Xs3alfiCiggefhZbYBA&g=edn O ~ @ @ || & edmonton locksmith scam... * ﬂ-ﬁ ‘F:E {:ﬁ}

Y

File Edit Niew Favorites Tools Help
X @Cnmrert - Seiect

== GO :gle edmonton locksmith scam Q, e

QA1 ENews [E)Images @ Maps & Shopping i More Settings  Tools SafeSearch on

e

About 144 000 results (0.46 seconds)

Ad - sos3.edmontonlocksmith247.com/ = (780) 900-7494

Edmonton Locksmith 24/7-15 Min | Professional & AFFORDBLE

We don't cut car keys. All Locksmith service 24/7 - Edmonton region. 24/7 Emergency
Locksmith. Services: Car/Home Lockout, Lock Change, Rekey, Commercial Locksmith,
Emergency Service, We Do Not cut Car Keys!

www.cbc.ca » news » canada » calgary » alberta-calgary-locksmith-fa... «

Scores of unlicensed locksmiths rip off customers and ...

Mov 13, 2015 - "You were completely scammed'. Christine Maclnnes says she called a
locksmith she found in a Google ad after getting locked out of her house __.

globalnews.ca » tips-how-to-avoid-getting-scammed-by-a-locksmith »
Tips: What to watch out for when hiring a locksmith - Edmonton

Apr 3, 2014 - EDMONTON — There are some scam artists posing as locksmiths, and one
business owner is raising the alarm.

www.edmonton247locksmith.com » Home Security «

Beware of Locksmith Scams | Locksmith Edmonton

Jul 8, 2015 - In this day and age, it is essential to ensure the security of our valuables. While
most locksmiths in Edmonton are honest, there are a number of ..

fortificationsecurity solutions » local-edmonton-locksmith-scammers «

Mobile Locksmith Warns About Scammers - Fortification ...

Jan 18, 2019 - Protect yourself - don't get ripped off by this scaml Get 3 quotes from licensed
Edmonton mobile locksmith! Call Us LAST for your best price ..

www finelinelocksmithing.ca » locksmith-blog » locksmith-scam-edm... «

How to avoid locksmith scams in Edmonton

Dec 1, 2015 - The Locksmith Scam Problem - lllegitimate Locksmith scam websites offering
locksmith services in the Edmonton and the Alberta.

www.aegislocksmith.ca » fraud-alert «

- s =T o Ly R T e B B = AN L4




BE SUSPICIOUS WITH MONEY &
INFORMATION

SLOW DOWN - DON’T BE PRESSURED
AND SAY “NO”

CHECK IT OUT - DO RESEARCH

SHARE WHAT YOU KNOW - WATCH OUT FOR
OTHERS

Canada



And always remember......

STRANGER DANGER!

{22 Royal Canadian Gendarmerie royale -
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